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- Cyberspace, cyber breaches, cyber risks. 
- Cyber attacks within other global risks. 
- Economic impact of cyber attacks. 
- Cyber attacks against public sector. Spain. 
- Global cyber attack. Wannacry. 
- How do we organise? Do we have a plan? 
- Cooperation as a must. 
- Cyberterrorism and the role of Intelligence. 
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The Global Risks 
Report 2017 



 The Global Risks 
Interconnections  





How much does cyber-crime cost the world’s leading 10 economies? 

Source: World Bank, CSIS/McFee Allianz Global Corporate & Speciality.  



En defensa de la seguridad digital  

Cyberattacks against 
public sector in Spain 

2015 

2016 

 

18 October 2017 

Increase of 32 % related to same date 2016 

 

http://www.ccn-cert.cni.es/




12th May 2017, malware WannaCry, attacking more than 200,000 
computers in more than 150 countries 







Wannacry Impact 

United Kingdom 48 hospitals 
Russia  70.000 attacks (30% world). 1000 PCs Ministry of 
Interior, banks, trains, telephone networks 
China 4.300 Academic institutions, hospitals, train stations 
France Car factories   
India Police Andhra Pradesh, ATMs  
USA FedEx, health organisations 
Germany train stations advertisement systems 
Indonesia Hospitals 
Republic of Korea Hospitals 
Brazil Petrochemical, judicial system, MoFA 
Spain (private sector) Telephone companies 



Wannacry impact on public sector in Spain 

One tablet in one ambulance in La Rioja  

Four PCs in Junta de Andalucía 



 
 
       Vaccine 
NoMoreCry 





National 
Cybersecurity 
Council 

National 
Security 
Council 

National 
Cybersecurity 
Action Plan 

Branch 
Plans 

Chair: Prime Minister 

Chair: Director National Intelligence 

National CERT 

Crisis 

Management 

Plan 

CERT for business & citizens 

Cybersecurity Architecture and Crisis Management in Spain 

http://www.ccn-cert.cni.es/




terrorism in the digital age 

Terrorist groups use cyberspace for 
tasks that do not imply direct 
commissioning of attacks, but rather 
radicalising, recruitment, logistics work 
and propaganda. 



Cyberterrorism 

terrorism in the digital age 

Intelligence 
vs 
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10 COMPAÑIAS ESTRATÉGICAS 

Alert System National CCN-CERT 






