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The Evolving Landscape of Cyber Breaches
and Lacking Crisis Management Plan

- Cyberspace, cyber breaches, cyber risks.

- Cyber attacks within other global risks.

- Economic impact of cyber attacks.

- Cyber attacks against public sector. Spain.

- Global cyber attack. Wannacry.

- How do we organise? Do we have a plan?

- Cooperation as a must.

- Cyberterrorism and the role of Intelligence.
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How much does cyber-crime cost the world’s leading 10 economies?

’

$200bn+ annual cost to top
four economies.

3. Germany
$59bn

‘

8. Russia $445bn’ annual cost to

$2bn the global economy
1.Us
e 1CSIS/McAfee
7. France 3
. Japan
$3bn 2, China $980m
10. italy
50%+top 10 3900m

economies share of
annual cost

$250bn cost of cyber-crime to

world's 10 leading economies

Rankings according to cyber-crime costs

Country Ranking Cyber-crimeas  Estimated Country Ranking Cyber-crimeas  Estimated
by GDP' a % of GDP? cost’ by GDP' a % of GDP? cost®
us $16.8trn 54% $108bn 0O WK $2.7tm .16% $4.3bn
China $9.5trn 63% $60bn © Brazil $2.4tm 32% $7.7bn
€ Japan $4.9trn 02% $980m ) Russia  $2.1tm .10% $2bn
@) Germany $3.7tn 1.60% $59bn © naly $2.1tm 04% $900m
€) France  $2.8tn 1% $3bn ) India $1.9tm 21% $4bn

Source: World Bank, CSIS/McFee Allianz Global Corporate & Speciality.



Cyberattacks against —

public sector in Spain @(ﬂ?‘
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Increase of 32 % related to same date 2016



http://www.ccn-cert.cni.es/

WannaCry

Ransomware Attack



12th May 2017, malware WannaCry, attacking more than 200,000
computers in more than 150 countries
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Wannacry Impact

United Kingdom 48 hospitals

Russia 70.000 attacks (30% world). 1000 PCs Ministry of
Interior, banks, trains, telephone networks

China 4.300 Academic institutions, hospitals, train stations
France Car factories

India Police Andhra Pradesh, ATMs

USA FedEx, health organisations

Germany train stations advertisement systems
Indonesia Hospitals

Republic of Korea Hospitals

Brazil Petrochemical, judicial system, MoFA

Spain (private sector) Telephone companies



Wannacry impact on public sector in Spain

One tablet in one ambulance in La Rioja

Four PCs in Junta de Andalucia
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Cybersecurity Architecture and Crisis Management in Spain
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European

Commission
|

“Cyber-attacks can be more dangerous to the stability of democracies and economies
than guns and tanks. [...] Cyber-attacks know no borders and no one is immune. This is
why, today, the Commission is proposing new tools, including a European Cybersecurity
Agency, to help defend us against such attacks.”

European Commission President Jean-Claude Juncker, State of the Union Address, 13 September 2017

Resilience, Deterrence and Defence:
Building strong cybersecurity in Europe



terrorism in the digital age

Terrorist groups use cyberspace for
tasks that do not imply direct
commissioning of attacks, but rather
radicalising, recruitment, logistics work
and propaganda.



terrorism in the digital age

Intelligence

VS

Cyberterrorism
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European citizens and businesses rely on digital services and technologies:

Europeans believe that digital technologies
have a positive! impact on:

9 9 9

75% 64% 67%

our economy our society  our quality of life

Cyber incidents and attacks are on the rise:

A@ # +4,000 ransomware
attacks per day in 2016.

A

In some Member States
50% of all crimes committed are
cybercrimes.

Security incidents across all industries
rose by 38% in 2015 - the biggest
increase in the past 12 years.

of Europeans believe that the risk of
86% becoming a victim of cybercrime is
increasing.?
Sectors like transport, energy, health and finance
have become increasingly dependent on network and
information systems to run their core businesses.

The Internet of Things (loT) is already a reality. There will
be tens of billions of connected digital devices in the EU
by 2020.3

809 of European companies
experienced at least one
cybersecurity incident last year.*

+150 countries and +230,000 systems
across sectors and countries were affected
with a substantial impact on essential services

connected to the internet, including
* hospitals and ambulance services.



